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How to Test Firely Server on Inferno

INFERI\@‘

*The following guide, reference servers, and testing data are currently implemented for US Core 3.1.1 USCDI V1 and
SMART 1.0 only.

Are you considering using Firely Server to power your healthcare portal, app, or
database? Or maybe you already do?

Either way, with the ‘Final Rule’ deadline fast approaching, it is good to know that
Firely Server is 100% compliant with the § 170.315(g)(10) criterion.

This Step-by-Step Guide shows you how to test that compliance using Inferno 7.2.3. It
should take about 30 minutes to complete.
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1 The 215 Century Cures Act Final Rule

ONC has adopted a new secure, standards-based API certification criterion in § 170.315(g)(10) to
implement the 215t Century Cures Act’s requirement that certified health IT APIs can be used “without
special effort.”

This new criterion requires standardized APl access for single patient and population services and is
limited to APl-enabled “read” services using the HL7® Fast Healthcare Interoperability Resources
(FHIR®) standard. The FHIR standard, in addition to a set of adopted implementation specifications,
provides known and consistent technical requirements for software developers.

2 Timelines

The timelines for the Final Rule are shown below. The deadline for compliant FHIR APIs to be in place
was 31 December 2022%. And the regulation for EHI export capabilities - 170.315(b)(10) - is mandatory
starting from December 31, 2023

— Certification

4/5/2021 @ 12/31/2022 @
Specific Compliance Requirements Start for New HL7° FHIR® API Capability
Several Conditions of Certification, Including and Other Cures Update Criteria By 12/31/2023 @
Information Blocking, Assurances, APIs Must Be Made Available EHI Export Capability

Must be Made Available

6/30/2020
General Effective Date,

4/5/2021 @ 4/1/2022

including Cures Update Health IT.D.evelopers 12/.1 5,/2.0.21 First Att'e.statlon 3/15/2023
Certification Criteria Pro_hl!mted From Submit Initial to Cgr}dlt!ons of Submit Initial
Restricting Certain Real World Certification Real World
Communications Testing Plans Required Testing Results

4/5/2021

On and after 10/6/2022

EHI definition is no longer limited
to the EHI identified by the data
elements represented in the USCDI

Applicability date for Information
Blocking Provisions
Starting 4/5/2021 and up through 10/5/2022

EHI definition is limited to the EHI
identified by the data elements
represented in the USCDI

Information Blocking

EHI = Electronic Health Information ~ USCDI = United States Core Data for Interoperability

Additional required updates can be found here.

3  Introduction to Inferno

Inferno (https://inferno.healthit.gov/onc-certification-g10-test-kit) is an open-source tool to test if a
FHIR server is compliant with the above-mentioned criteria as defined in § 170.315(g)(10. It tests for
conformance to authentication, authorization, and FHIR content standards including:

e FHIR Release 4.0.1

e FHIR US Core Implementation Guide (IG) STU 3.1.1

e SMART Application Launch Framework Implementation Guide Release 1.0.0

How To Test Firely Server on Inferno
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e HL7 FHIR Bulk Data Access (“Flat FHIR”) (v1.0.1: STU 1)

Firely Server (> v4.0) is fully compliant with all these requirements. To demonstrate this, we have
documented all the steps you should take to test Firely Server using Inferno.
There are six groups of tests with implicit dependencies between them, and we recommend you run
them in the order we have used here. For each test we have described all the information you need
to enter manually and provided screenshots with orange rectangles showing where it should be typed
in. We also explain and show the overall flow of the test and the end result.

These instructions are based on Inferno version 7.2.3. The Inferno version number can be found here:

& Healthrr.gﬂv HHS Privacy Policy

HHS Vulnerability Disclosure Policy

Inferno on HealthIT.gov is not for use with sensitive data or Protected Health s
= Theversion

ONC Certification (g)(10) Standardized API v.x.x.x number can be

US Core 3.1.1/USCDI v1, SMART App Launch 1.0.0, Bulk Data 1.0.1 found here

dically removed.

Preset
None -

ONC Certification (g)(10) Standardized API

The ONC Certification (g)(10) Standardized API Test Kit is a testing tool for Health
O 1 Standalone Patient App Level 7 (HL7®) Fast Healthcare Interoperability Resources (FHIR®) services seeking to
meet the requirements of the Standardized API for Patient and Population Services
criterion § 170.315(g)(10) in the ONC Certification Program.

(9)(10) Standardized API

O 2 Limited Access App

If you’re using an older version of Inferno you should update to version 7.2.3 before using this guide.

Authentication and authorization are a key element of these tests. The tokens you get after logging in
are valid for one hour which should be plenty of time to run all the tests. If a test fails because a token
has expired you will need to start the process from the beginning.

The public Inferno server can be a bit slow, which can also result in a failing test. If all the data is
entered correctly the test should succeed on the second attempt.

All tests should be green when complete. If you do encounter an unexplained failing test, feel free to

reach out to server@fire.ly.

4 Now let’s start testing!

1. Navigate to https://inferno.healthit.gov/suites/gl10 certification
2. Keep the default radio selections as US Core 3.1.1 / USCDI v1, SMART App Launch 1.0.0 and
Bulk Data 1.0.1:

How To Test Firely Server on Inferno
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on HealthiTgev Test Kits News & Updates Events About

Inferno on HealthIT.gov is for demonstration only. Not for use with sens|

ata or Protected Health Information (PHI). Data periodically

O©F

HOME / TEST KITS / ONC CERTIFICATION (G)(10) STANDARDIZED API TEST KIT

ONC Certification (g)(10) Standardized API Test Kit

Last Updated: june 10, 2025 Test Kit Version: 7.2.3 Maturity: High (7

SMART App Launch  US Core  Bulk Data

The ONC Certification (g){10) Standardized API Test Kit is a testing tool for Health IT systems seeking to
meet the requirements of the Standardized AP for Patient and Population Services criterion § 170.315(g)
(10) in the ONC Certification Program. It is an approved test method for the § 170.315(qg)(10} test

procedure.

Start Testing

US Core Version

O Us Core 3.1.1 / USCDI v1

Systems may adopt later versions of standards than those named in the rule as approved by the ONC
Standards Version Advancement Process (SVAP). Please note that US Core Implementation Guide v.7.0.0
should only be used with SMART App Launch Guide v2.0.0 or above due to granular scope support
reguirements within this version of US Core.

Please select which approved version of each standard to use, and click ‘Create Test Session’ to begin
testing.

This test kit includes a simulated conformant FHIR APl that can be used to demonstrate success for all
tests. This simulated APl is open source and is available on GitHub. Visit the walkthrough for a
demonstration of using these tests against the provided simulated FHIR AP

Status

The ONC Certification (g)(10) Standardized APl is actively developed and updates are released monthly.

The test kit currently tests all requirements for the Standardized AP| for Patient and Population Services
criterion § 170.315(g)(10), including updates from the HTI-1 Final Rule. This includes:

SMART App Standalone Launch with full system access
SMART App Standalone Launch with limited system access
SMART App Standalone Launch with OpenlD Connect
SMART App EHR Launch with user scopes

SMART App EHR Launch with patient scopes

SMART App Launch Invalid AUD Parameter

SMART App Launch Invalid Access Token Request
SMART App Launch Token Introspection

SMART App Launch v1 and v2 scopes

SMART App Launch finer-grained scope access
Support for Capability Statement

Support for all US Core Profiles

Searches required for each resource

Support for Must Suppert Elements

Profile Validation

-

-

.

-

-

-

Reference Validation
Export of multiple patients using the FHIR Bulk Data Access IG

See the test descriptions within the test kit for detail on the specific validations performed as part of
testing these requirements.

Repository and Resources

The ONC Certification (g)(10) Standardized API Test Kit can be downloaded from its GitHub repositary,

where additional resources and documentation are also available to help users get started with the testing
process. The repository Wiki provides a FAQ for testers, and the Releases page provides information about

each new release.

Providing Feedback and Reporting Issues

We welcome feedback on the tests, including but not limited to the following areas:

« Validation logic, such as potential bugs, lax checks, and unexpected failures.

« Requirements coverage, such as requirements that have been missed, tests that necessitate features
that the IG does not require, or other issues with the interpretation of the I1G's requirements.

* User experience, such as confusing or missing information in the test Ul

Please report any issues with this set of tests in the issues section of the repository.

Contact Us

The fastest way to reach the Inferno team is via the Inferno Zulip stream.

Vit can slems & mail thha Infarmas Navalamesamt Tases

US Core 4.0.0 / USCDI v1
US Core 6.1.0 / USCDI v3
US Core 7.0.0 / USCDI v4

SMART App Launch Version

O SMART App Launch 1.0.0
SMART App Launch 2.0.0
SMART App Launch 2.2.0

Bulk Data Version

O Bulk Data 1.0.1
Bulk Data 2.0.0

=

Your Recent Sessions (2)
(g)(10) Standardized API
5/23/2025, 11:38:44 AM
(g)(10) Standardized API
5/9/2025, B:A13T PM
(g)(10) Standardized API
£/6/2025, 4:03:03 PM
(g)(10) Standardized AP1
4/28/2025, 3:04:26 PM

(g)(10) Standardized API
7/5/2024, 12:06:26 PM

HHS Vulnerability Disclosure Policy

HHS Privacy Policy




3. Click button Create Test Session

5 Standalone Patient App — Full Patient Access

1. Click 1 Standalone Patient App on the testing menu on the left of the screen and click RUN
TESTS

2. Fill in these values:

Field Value

FHIR Endpoint https://secure.server fire.ly
Standalone Client ID Inferno

Standalone Client Secret secret

How To Test Firely Server on Inferno
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Register Inferno as a standalone application using the following information:

= Fadirect URIL:
https:/f/inferno. healthit. gov/suites/custon/smart/redirect

Enter in the appropriate s$cope 1o enable patient-level access o all relevant
resources. n addition, suppor for the DpenlD Connect (openid hirllsar),
refrash tokens (offine_access), and patient context (launchi/patient) are
requinrgd

FHIR Endpoint (required) *
URL of the FHIR endpoint used h:,.' SMART applications

| https:lisecure.serverfire.y |

Standalone Launch Credentials (required) *

Auth Type (required) & *

Ed Fopulate Nelds from d ey I

Scopes (required)®
Owuth 2.0 scopes needed to enable all required functionality

launchipatient openid fhirllser offline_access
patigntMedication.read patientAllergyintolerance. read
patient/CarePlan.read patient'Cane Team. read
patient/Condition.read patient/Device_read
patientDiagnosticRepon.read
patient/DocumentReferance.read patientEncounter.read
patient/Goal.read patientimmunization, read
patient/Location.read patientMedicationRequest.read
patient/CObservation.read patient/Organization.read
patient/Patient.read patientPractitioner. read
patientProcedure read patient/Provenance.read
patient/PractiionerRole.read

Client ID (required) *

Client ID provided during registration of Inferna

Clignt Secret (required) *

Chent secret provided during registration of Infema

secrel

Proof Key for Code Exchange (PKCE)
(® Enabled (O Disabled

PKCE Code Challenge Method
® 5256 (O Plain

Authorization Request Method B

w GET POST

How To Test Firely Server on Inferno
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3. Click SUBMIT
4. A User Action Required dialog opens:

User Action Required

Standalone Patient App - Full Access

Follow this link to authorize with the SMART server.

Tests will resume once Inferno receives a request at
https://inferno.healthit.gov/suites/custom/smart/redirect with
a state of £77913fc-20f2-4275-a616-90fec4913439.

[o7.1, (1

5. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely
Identity Server
6. Login to Firely Identity Server using these credentials:

Field Value
Username fa_alice@fire.ly
Password AlicePassword1!

ﬁff e
Login

Please login to Firely Auth

fa_alice@fire. ly

Bemember me

Log Im

How To Test Firely Server on Inferno
Page 10 of 50

© Firely 2024. Do not copy, cite, or distribute without permission of the author.


mailto:fa_alice@fire.ly

re

7. Press Login
8. Adialog Inferno is requesting your permission opens
9. Make sure all the boxes are checked:

fire. —

Inferno is requesting your permissions

Uncheck the permission you do not want to grant

Personal information
f useEr bibentifier

Peminiion to retrieve information about the current logped-in uier

Application Access to Grant All Permissions

Offling Access

launch/patient i)
patient/Allergyintalerance.read
patient/CarePlan_read
patlent/CareTeam. resd
patient/Conditicnread (=)
patlent/Device réad
patient/DiagnoiticRepart.read
patient/DotwmentReferenceread
patient/Engounter. read (%)
patient/ Goal.read O
patient/immuniration read
patient/Location read
patient/Medication read
patient/MedicationRequest.read
patient/Observation.read
patient/Organization.resd
patient/Patient.read ]
patient/Pracriticner. resd
patient/PractitionerRole.read J
patient/Procedune. réad

patient/Pravenanoe, read

Remember my decision
@ Remember this decishon until | revoke it

Prompt me again next time

10. Click Accept
11. When you return to Inferno, a progress bar shows in the bottom right corner

How To Test Firely Server on Inferno
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12. When this progress bar finishes and closes, all tests should be green:

¥ HedlthiT.gev ey

HHS Vuinerability Disclosure Policy

ONC Certification (g)(10) Standardized API vxxx

US Core 3.1.1 /USCOI vi, SMART App Launcn 100, Bulk Data 101

None .
@ 1 Standalone Patient App - Full Access

This scenano verifies the ability of a system to perform a single SMART App Launch. Specifically, this
@ 1 Standaicne Patient App scenario performs a Patient Standalone Launch to a SMART on FHIR confidential client with a patient
context, refresh token, OpeniD Connect (OIDC) identity token, and ute the GET MTTP method for code
exchange

(9K 10) Standarozed AP

2 Limdted Accoss Apo

3 EHR Practthoner App
After launch, 3 simple Patient resource read s performed on the patient in context The access tWoken is then

4 Single Patent AP refreshed, and the Patient resousce s read using the new access token 10 ensure that the refresh was
7 Mun-Patect APt successful The authentication information provided by OpenlD Connect is decoded and validated, and
smple queries are performed to ensure that access is granted to all USCD! data elements.
v 9 Acdnonal Asthortzaton Tests
Priof 10 runnang the scenario, register infeeno as a confidential clent with the following in‘ormation

2.1 Putie Chent Laumch -

* Redirect URL https://inferno.healthit.gov/suites/custon/smart/redirect
The following implementation specifications are relevant to this scenario

o SMART on FHIR (STU1)

* SMART on FHIR (STU2)

¢ QpenlD Connect (ONDC)
@ 1.1 SMART on FHIR Discovery v
@ 1.3 Standalone Launch Wizh Patient Scope v
& 1.5 OpeniD Connect v
@& 1.6 Token Retesh v
& 1.7 Uncestricted Resource Type Access v

BURT WITN
IN!ER@ aRE Report Issue  Open Source  Download

6 Standalone Patient App — Limited Access

1. Click 2 Limited Access App on the testing menu on the left of the screen and click RUN
TESTS
2. Adialog opens. All the required information should be prefilled:

How To Test Firely Server on Inferno
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The purpose of this test ks to verify that patient app users can restrict access
granted 1o apps 1o a limited number of resources, This test can only be run
after the Standalone Patient App tesl, and all other inputs are locked o
ensure the same launch configuration in both tests,

Enter which resources the user will grant access to below, and during the
launch process only grant access to those resowrces. Infarna will verify that
access granied matches these expectations,

Expected Resource Grant for Limited Access Launch (required) ®
the user will only grant access to the follewing resources during

authorization
patient, condition, observation

Standalone FHIR Endpaint (required) B *
URL of the FHIR endpoint wsed by standalone applications

RES: [ SeCUnG Saryar

Standalong Launch Cradentials (required) E -

Auth Type (required) & *

Confidential Symmatric

B Populate fialds from discovery B

Scopes (required) @ *
CAwrth 2.0 scopes needed to enable all required functionality

launch/patient openid fhirll

ne ACCesSS

patientMedication.rea

patient'CarePlan.rea

atient/Condition.read patient/Device.read

g a]

patient/Dia

entrieference.read patientEncounter.readc

+ad patient/Immuniza
patient'Observalion. res
patient'Patient.read pat

@il P

Client ID {required) B *

Client 1D provided during registration of Inferno
nfarno

Client Secret (required) B *

Client secret provided during registration of Infernc
SRCret

Proof Key for Code Exchange (PKCE) &

% Enabled LS abladE

PKCE Code Challenge Method B

» 5256 Flain

Autherization Request Method B
w GET

© Firely 2024. Do not copy!
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3. Click SUBMIT
4. A User Action Required dialog opens:

User Action Required

Standalone Patient App - Limited Access

Follow this link to authorize with the SMART server

5. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely
Identity Server

6. Adialog Inferno is requesting your permission opens

7. Make sure to uncheck all patient scopes except patient/Patient.read,
patient/Condition.read and patient/Observation.read:

How To Test Firely Server on Inferno
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fire( =

Inferno is requesting your permissions

Uncheck the permission you do not want to grant.

Personal infarmation
v b

Permisskon to retrieve information about the current lagged-in user

Application Access Lo Grant All Permissions |
Gffline Acoess
lsunchipatient
patient/Allergyintolerance read
patient/CarePlan. read
patient/CareTeamoread

E patient/ Condition. resd
patient/Device read
patient/DiagnosticReport. read
patignt/DocumentReference. read
patient/Encounter.read
patient/Goal.read
patient/immunization.read
patient/Location.read
patient’ Medicaticn. réad
patient/MadicationRequeil.resd

patient/Observation. read
patient/Organizationoread

patient/Patient.read
patient/Practitioner.read
patlent/Practitionerftole read
patient/Procedure.read

patient/Provenande.resd

Remember my decision
@ Remember this decision until | revoke it

Prompt me again next time

Dcling Actept

8. Click Accept
9. When you return to Inferno, a progress bar shows in the bottom right corner
10. When this progress bar finishes and closes, all tests should be green:

How To Test Firely Server on Inferno
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Inferno on HealthiT.gov is for demonstration only. Not for use with sensitive data or Protected Health Information (PHI). Data periodically

ONC Certification (g)(10) Standardized AP v xx x

US Core 31 1/USCDIvi, SMART Agp Launch 100 SulkData 10 1

None v
& 2 standalone Patient App - Limited Access

@ (9)110) Srancardized API
This scenatio demonstrates the ability to perform a Patient Standalone Launch to a SMART on FHIR

© 1 Sundalone Pasent App confidential chent with imited access granted 1o the app based on ¢

expected to grant the apphication acc types. The bunch i

2 Lima A r A
2 Limted Access App s flguration dalone Patient Ap

est, demonstyat g

3 EHR Practitones ADD

4 Single Patent AP

7 Mus-Patent AP
v 9 Adoe0nM Testy

9.1 SMART Puble Client Launch @& 2.1 Suncalone Launch With Limited Scope v
2.3 Token Revocason ] )
& 2.3 Restricted Resource Type Access v
9.4 SMART Irvalbd AUD Launch

9.5 SUART Irvabd Token Request

2.8 EMR Launch with Patem!
S00pe

9.10 Visual Inspection

N Repost

8 Confguranon Messages

BULT WITH
INFE R@ V0438 APY Report Issue  Open Source Download

7 EHR Practitioner App

1. Click 3 EHR Practitioner App on the testing menu on the left of the screen and click RUN

TESTS
2. Besides prefilled values, fill in these values:

Field Value

EHR Launch Client ID Inferno
EHR Launch Client Secret secret

How To Test Firely Server on Inferno
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Register inferno as an EHR-launched application using the following
information:

« Launch URI
https://inferno.healthit.gov/suites/custom/saart/launch

« Redirect URL:
https://inferno.healthit.gov/suites/custon/saart/redirect

Enter in the appropriate scope to enable user-level access to all relevant
resources, If using SMART v2, v2-style scopes must be used. In addition,
support for the OpenliD Connect (openid thirUser), refresh tokens
(offine_access), and EHR context (lsunch) are required. This test expects
that the EHR will launch the application with a patient context

After submil is pressed, Inferno will wait for the system under test to launch
the application.

FHIR Endpoint (required) *
URL of the FHIR endpoint used by SMART applications

https./isecure.server fire ly

EHR Launch Credentials (required) *

Auth Type (required) ﬁ o

Confidential Symmetric -

& Populate tlelds from discovery h

Scopes (required) *

OAuth 2.0 scopes needed to enable all required functionality
launch openid fhirUser offline_access user/Medication.read
user/Allergyintolerance.read user/CarePlan read
user/CareTeam.read user/Condition.read user/Device.read
user/DiagnosticReport.read user/DocumentReference read
user/Encounter.read user/Goal.read user/immunization.read
user/Location.read user/MedicationReques!.read
user/Observation.read user/Organization.read
user/Patient.read user/Practitioner.read user/Procedure read
user/Provenance.read user/PractitionerRole.read

Client ID (required) *
Client ID provided during registration of inferno

Client Secret (required) *
Client secret provided during registration of Inferno

Proof Key for Code Exchange (PKCE)
@® Enabled (O Disabled

PKCE Code Challenge Method
® s256 (O Plain

Authorization Request Method ﬂ

® GET POST

Page 17 of 50
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3. Click SUBMIT
4. A User Action Required dialog opens:

User Action Required

EHR Practitioner App

5. Now open Postman and open a new tab for making a request

6. Select the Authorization tab
7. Fill in/select the following values:

Field Value

HTTP verb POST

Request URL https://auth.fire.ly/connect/launchContext
Type Basic Auth

Username firely

Password YpoPou98123khcot04e

I

L https://auth.fire.ly/connect/launchContext

l Authorization
e ——

Auth Type

[ ” ] Username
h Basic Auth |
Password
t Basic Auth aut

8. Select the Body tab
9. Select x-www-form-urlencoded

How To Test Firely Server on Inferno
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10. Fill in/select the following values:

KEY VALUE

patient test

https://auth.fire.ly/connect/launchContext

none form-data ]‘ x-www-form-urlencoded H raw binary GraphQL

Key Value

U patient H @I

Description

11. Click Send
12. The response should be a 200 OK

200 OK 79 ms

13. Open a new web browser tab and go to the following URL containing using the

launchContextldentifier value received (this value will be refreshed with each new request):

https://inferno.healthit.gov/suites/custom/smart/launch?iss=https://secure.server.fire.ly&la

unch=4dc899cf-6487-46b2-9f31-f627bd623f84

14. Another User Action Required dialog opens:

User Action Required

EHR Practitioner App

Follow this link to authorize with the SMART server

CANCEL

How To Test Firely Server on Inferno
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15. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely

Identity Server
16. A dialog Inferno is requesting your p
17. Make sure all the boxes are checked:

ermission opens

fire =

Uncheck the permission you do not

Perasanal infermation

Application Acceis 1o

OFfline Access

lanindh
uter/Allergyintolerands. fesd
user/CargPlan.read
user/CareTeam. read
useriCondition, read
user/Device. resd
user/DiagnosticReport.read
wier/DocumentRefenence.read
uerEncounter. road
useriGoal, read
userllmmunization, resd
user/Location read
useridedication read
wseribedicationfequestread
user/Observation.read
useriDrganization, read
useriPatent. read
user/Practitbonsr.read
user/Practithionerfole. resd

useriProcedure. read

A A A E

user/Provenance read

Remember my decision

Prompt me again next time

Inferno is requesting your permissions

want to grant.

Permission to retrieve information abouwt the current logged-in user

Grant Al Permissions

® Remember this declsbon until | revokoe it

Desreifie
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18. Click Accept
19. When you return to Inferno, a progress bar shows in the bottom right corner
20. When this progress bar finishes and closes, all tests should be green:

© HedlthiTgev ppdmsmdd
o HHS Vulnerabllity Disclosure Policy
Inferno on HealthiT.gov Is for demonstration only. Not for use with sensitive data or Protected Health Iinformation (PHI). Data periodically

ONC Certification (g)(10) Standardized APl v xx x

USCoe 311/ USCDIv, SMART Ao Launch 100 BulkDaa 10 1

None v

& 3 EHR Practitioner App

Demonstrate the ability to perform an EHR lunch to 3 SMART on FHIR confidential client with
C) identity 1oken and (SMART v2 onl

a s."n;:'.ﬂ Patenyt resource read (s pertormeo

@ (9)110) Srancardized API

© 1 Sundalone Pasent App patient context, refresh token, OpenlD Connect [OI0X
POSTHTTP mr

on the patien

hod for code exchange. After lau
2 Limtted Access App

réad using
pfresh was successful. Fmally. the authentication
ed and validated

ken is then refreshed, and the Patient resource

ontext. The acce

oken to ensure that the

© 3 EHR Practtaner App the new acce
\ provided by OpeniD Connect ks decod

information
4 Single Patent AP

For EHRs th,
how to comalete the EHR Praciitionsc App test

- . use Internet Explorer 11 to dsplay embedded apps. please review instrxtions on
7 Mun-Patent AP INSIZUCTIONS O

v 9 Adotons Tosty

9.1 SUART Pubic Chent Launch PR -

2.3 Token Revocaton

9.4 SMART Invabd AUD Launch

& 3.1 SMART on FHIR Discovery v
9.5 SUART lrvald Token Reguest
2.8 EMR Launch with Patiest 0 3.3 EHR Launch With Practitioner Scope v
S0opens
@ 3.5 OpeniD Connect v
9.10 Visual Inspection
P Repost @ 3.6 Token Refresh v
8 Contguranon Messages
BT WITH
INF ER@ V0438 AP Report Issue  Open Source  Download

8 Single Patient API

1. Click 4 Single Patient API on the testing menu on the left of the screen and click RUN TESTS
2. All relevant information should be prefilled. (The value in the Bearer Token field will differ
from our screenshot.)
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Flease fill out required fields in order to run the test group.

FHIR Endpoint (required) *
URL of the FHIR endpoint used by SMART applications

https:/fsecure. server. firely

Patient ID from SMART App Launch (required) a-

test

Additional Patient IDs
Comma separated list of Patient IDs that together with the Patient 1D from

the SMART App Launch contain all MUST SUPPORT elements.

Implantable Device Type Code
Enter the code for an Implantable Device type, or multiple codes separated
by commas. If blank, Inferno will validate all Device resources against the

Implantable Device profile

SMART App Launch Credentials (required) a:

Auth Type (required) B *

Confidential Symmetric

Access Token (required) B *
89442ECCADB3ADBA4TOAFRS 1EERCIEFIBOE4S5ADET48A8

Refresh Token (will automatically refresh if available) a
DETAASZZTOFTTI4BC04FCOABZ 183603584 BEB0TCOEEF48E

Client ID @
Client 1D provided during registration of Inferno

Inferno

Client Secret B

Client secrat provided during registration of Inferno

secnet

Token URL B
URL of the authorization senver’s token endpoint

hitps:/fauth fire. ly/connectitoken

Access Token Issue Time B

The time that the access token was Esued in isod801 format

2L

06-12T11:23:38+00:00

Token Lifetime &

The lifetime of the access token in seconds

3500

How To Test Firely Server on Inferno
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3. Click SUBMIT
4. A progress bar shows in the bottom right corner
5. These tests take about 5 minutes to complete. Once the progress bar finishes and closes, all

tests should be green:
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9  Multi Patient API

1. Click 7 Multi-Patient API on the testing menu on the left of the screen and click RUN TESTS
2. Besides the prefilled values, fill in these values:

Field Value

Bulk Data FHIR URL https://secure.server.fire.ly
Backend Services Token Endpoint https://auth.fire.ly/connect/token
Bulk Data Client ID Inferno-Bulk

Group ID test

Patient IDs in exported Group test, test2

Scopes system/*.read

How To Test Firely Server on Inferno
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3. Click SUBMIT

4. A progress bar shows in the bottom right corner

5. These tests take about 4 minutes to complete. Once the progress bar finishes and closes, all
tests should be green:

©¥ HealthiT.gev e e

ONC Certification (g)(10) Standardized AP! .« x x

JS Core 3.1 1/ USCOI vi, SMART Agp Launch 100, Buk Data 1.0 1

B Now SESSION

None -
@ 7 Multi-Patient Authorization and API

@ (ax10) Standmdzed AP

© 1 SnaNnone Pasent Ao
@ 2 Lmuted Access App
© 3 EHR Pracutoner Agg

© 4 Sngle Pasert AP

© 7 MunPatent AP

@ 7.1 Bux Data Authorization

v % AMItOnd Tests

2.1 SMART Pubic 3 nch
B SMARY P - & 7.2 Group Compartment Export Tosts v
9.3 Token Rovocatx

0 7.3 Group Companment Export Vaiication Tests

9.4 SMART dewald AUD Launch
9.5 SMART tewadd Token Reguest z X =
& 7.4 Group Companment Export Cancel Tests
9.8 EHR Launch with Pate
i

9.10 Viseat spocts
R Repor
B Corfiguration ldessages

I Wt

INFER P@ VOL38 AP Report Issue  Open Source  Download

10 Additional Tests

10.1 Public Client Standalone Launch with OpenID Connect
1. Click 9.1 SMART Public Client Launch on the testing menu on the left of the screen and click
RUN TESTS
2. Besides the prefilled values, fill in this value:

Field Value

Public Launch Client ID Inferno-Public

How To Test Firely Server on Inferno
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Register Inferno as a standalone application using the following information

« Redinect URI:
https://inferno.healthit. gov/suites/custom/ smart/redirect

Enler in the appropriate scope 1o enable patient-level access 1o all relevant
resources. If using SMART v2, v2-shyle scopes must be used, In addition
SUppOrt for the OpenlD Connect (openid thirllser), refresh tokens
{ofMine_access), and patient conlext (launchi/patient) are required

Public Launch FHIR Endpoint (required) *

URL of the FHIR endpoint used by standalone applications

hitps:/isecure.server fire.ly

Public Launch Credentials (required)*

Auth Type [required) & *

B Populate fields fror very @

Scopes (required)

Ovwth 2.0 scopes needed 1o enable all required functions ity

launch/patient openid thirlser offline_access
patientMedication.read patient/Allergyiniclerance _read
palient/CarePlan_read patient/Care Team.read
patient/Condition.read patient/Device read
patlentTiagnosticReport.read
patientDocumentReference. read patient/Encounterread
patient’Goal.read patient/immunization.read
patient/Location.read patisntMedicationRequest read
patient'Obsenvation.read patient/Organization.read
patientFatient.read patientPractitioner.read
patientProcedure.read patient/Provenance read
patientPractitionerRole. read

Client ID {required) *

Chent ID p

ded .j:_un‘n.,_lL 1&g stralean of Infermo
Inferno-Public

Proof Key for Code Exchange (PKCE)
® Enabled (O Disabled

PKCE Code Challenge Method
® 5256 O Plain

Authorization Request Method B

3. Click SUBMIT
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4. A User Action Required dialog opens

User Action Required

SMART Public Client Standalone Launch with OpenlD
Connect

Follow this link to authonze with the SMART senver

5. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely
Identity Server

6. A dialog Inferno-Public is requesting your permission opens

7. Make sure all the boxes are checked:

How To Test Firely Server on Inferno
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Inferno-Public is requesting your permissions

Uncheck the permission you do not want 1o gramt

Personal information

Permission to retrieve information about the current logged-in user

Application Access (0 Grant Al Permissions

Offline Access

launch/patient
patientfAllergylntalerance. read '.___.:
patient/CarePlan.read
patient/CareTeam. read
patient/Conditien, read
patlent/Davice.read
patlent/DiagnosticReportread :-
patient/Document Reference.read
patlent/Encounter.read

patient Goal.read (i)
patientImmunization. reasd
patient/Location.read
patient/Medication. read
patient/MedicationRegueit.read
patient/Obiervation read
patientiDganization. resd
patient/Patient. road
patient/Pracuitionsr. read

patient/PractitionerRole. road ]

N
patient/Procedure.read
patient/Provenance read
Remember my decision
B Remember this decision until | revoke i

Prampt me again next time

8. Click Accept
9. When you return to Inferno, a progress bar shows in the bottom right corner
10. When this progress bar finishes and closes, all tests should be green:
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© HealthiTgov (il s
'g° HHS Vulnerability Disclosure Policy
Inferno on HealthiT.gov Is for demonstration ondy. Not for use with sensitive data or Protected Health Information (PHI). Data periodically removed.

ONC Certification (g)(10) Standardized APl v« «

USCot 311/ USCOI VI SMARTApo Launch 1 0 G Sulk Deta 10 1
None v
@ 9.1 SMART Public Client Standalone Launch with OpeniD Connect

@ (3)110) Stancardizes A

© 1 Stndekne Pusent Aos Background
2 Limted Access Apg
The Standalone Launch Sequence allows an app, ke Inferno, 1o be lounched independent of an exsting
© 3 EMR Praciioes Aop EHR sesson It i one of the twa Leunch methods describiod in the SMART App Launch Framework
EHR Launch. The app willl request autharization for the provided scope from the authorization

longs
@ & Smgle Patest A alongs
endpoint, ultimitely recehing an suthorzation 1oken which can be wuted 10 gain access 10 1esources on the

© 7 Mun Patent AP FHIR server

v S ASona Tesls

© 9.1 SMART Pisie Chent Launeh Test Methodology

.3 Token Revocaton
nfermo will redirect the user 1o the the authorization endpoint so that they may provide any required

9.4 SMART irvatd AUD | acncs cedontisls and authorze the application. Upon successful suthorzation, Inferno will exchange the

9.8 SMART hvated Token Reosest Juthorization code provided for an access token
> wald To L

9.8 BHR Launch with Pavent For more information on the SMART Public Client Standalone Launch with OpeniD Connect
See .
oy oo * Standakone Launch Secuence

.10 Visual nspochon

P Repoa @ 9.1.01 OAuth 2.0 authorize endpoint secured by transport layer security o -
@ 9.1.02 OAUMh server recirects client browser 10 app redirect URI o -
@ 9.1.03 OAUIN server sends coce parameter &~
@ 9.1.04 OAuth 2.0 token endpoint securad by transport layer security 6 -

8 Contguraton Massages @ 9.1.05 OAUIN token EXCAANGE MBQUES! SUCCEETS When Suppiled Comect Information &,’ v
@ 9.1.06 Token exchange fesponse body contains required Information encoded in JSON (AR
@ 9.1.07 Response incudes correct HTTP Cache-Control and Pragma headers Q‘ v

9.1.08 OAUth token exchange response body Containg patient context and patient 1

& resource can be retrieved 6’ X
@ 9.1.09 OAuth token exchangs responss contains OpeniD Connect id_token v

INFER '@ ‘w;l‘s. Al Reportissue  Open Source  Download

10.2 Token Revocation
This test requires you to perform two POSTs to revoke both the bearer and refresh token.

The explanation and screenshots here are based on using Postman.

1. Click 9.3 Token Revocation on the testing menu on the left of the screen and click RUN
TESTS
2. Select Yes for the ‘Prior to executing ... patient standalone launch’ option:
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Please fill out required fiedds in onder (o run the test group

The Health IT developer demonstrated a patient's request for
revoking the tokens provided during the patient standalone launch
within the last hour

[eve]o n

Motes, if applicable:

Patient ID (required)
Patient 1D associated with revoked tokens provided as contest in the patient
standalone launch. This will be used to verify access is no longer granted

uging the nevolosd toloen

test

EHIR Endpoint (required)*

URL of the FHIR endpoint used by standalone applications

hitps://secure server.fire.ly

Revoked Baarer Token (required) *

Pricr to the test, please revoke this bearer token from patient

standalone launch

Auth Type [required)*
Prior to the test, phease revole this bearer tolen from patient

standalone lawnch

Confidential Symmetric -

Access Token (required)®
OT4EDEDZ2FCBOESDEEODTBESEODEIAISTECAB140EG5ED3

Refresh Token (will automatically refresh if available)
(required)

OETAASZZTOFTT34BCOMFCOABZ19860359ABBBOTCOBBF40E

Client ID &

Client 1D provided during registration of Inferno

Client Secret @
Client secret provided during registration of inferno

Token URL required)*

URL of the authorization server's token endpoint

hitps:iiauth. fire.ly/connecttoken

Access Token lssue Time

Thee time that the access token was isswed in iso8601 format
2025-06-12T12:22:54+00:00

Token Lifetime

Thet lifetima of the access token in seconds

3600
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3. Now open Postman and open a new tab for making a request
4. Select the Authorization tab
5. Fillin/select the following values:

Field Value

HTTP verb POST

Request URL https://auth.fire.ly/connect/revocation
Type Basic Auth

Username Inferno

Password secret

v https:/, re.ly/connect/revocation

Authorization

Auth Type

Username

Password

Basic Auth authorizatio

6. Select the Body tab
7. Select x-www-form-urlencoded
8. Fill in/select the following values:

KEY VALUE

token Copy/paste the value from the Revoked
Bearer Token field in the Inferno dialog

token_type_hint access_token

https://auth.fire.ly/connect/revocation

none form-data binary GraphQL

Key

Description

token 074EDED22FC89E6D869D78ES8EODE3A1

9. Click Send
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10. The response should be a 200 OK

11. Change the following values:

KEY VALUE

token Copy/paste the value from the Revoked
Refresh Token field in the Inferno dialog

token_type_hint refresh_token

https://auth.fire.ly/connect/revocation

(9) Body

none form-data @ x-www-form-urlencoded raw binary GraphQL

{ token I EOE7AA52270F77348004FCOABZ1986035.“
token_type_hlnt | refresh_token I

12. Click Send. The response should again be a 200 OK

13. Go back to the Inferno dialog and click SUBMIT

14. A progress bar shows in the bottom right corner

15. When this progress bar finishes and closes, all tests should be green:

How To Test Firely Server on Inferno
Page 35 of 50

© Firely 2024. Do not copy, cite, or distribute without permission of the author.



fire

@ HealthiTgev e DT

Inferno on HealthIT.gov is for demonstration only. Not for use with sensitive data or Protected Health Information (PHI). Data periodically removed.

ONC Certification (g)(10) Standardized API vxxx @ GrEE e .

US Core 3.1.1/ USCDI v1, SMART App Launch 1.0.0, Bulk Data 1.0.1

Preset
None -

@& 9.3 Token Revocation

This scenario verifies the ability of the system to revoke access granted to an application at the direction of a patient. Access to the
@ 1 Standalone Patient App application must be revoked within ane hour of the patient's request.

(g)(10) Standardized API

@ 2 Limited Access App ) 9.3.01 Health IT developer demonstrated the ability of the Health IT Module to revoke tokens within one hour of a patient's

@ 3 EHR Practitioner App request

v

@ 4 single Patient APY @ 9.3.02 Access to Patient resource returns unauthorized after token revocation @ v
@ 7 Multi-Patient API
v 9 Additional Authorization Tests @ 9.3.03 Token refresh fails after token revocation @ v
@ 9.1 Public Client Launch
@ 9.3 Token Revocation
() 9.4 Invalid AUD Launch

() 9.5 Invalid Token Request

. 9.8 EHR Launch with Patient
"~ Scopes

O 11 Visual Inspection

M Report

A Configuration Messages

BUILT WITH
INFER @ V.0.6.17 APl Report Issue Open Source Download

10.3 SMART App Launch Error: Invalid AUD Parameter
1. Click 9.4 SMART Invalid AUD Launch on the testing menu on the left of the screen and click
RUN TESTS
2. Adialog opens with all relevant information prefilled:
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Register Inferno as a standalone application using the following information

» Redmect URI

https:/finferno.healthit. gov/suites/custom/smart fredirect

Standalone FHIR Endpoint (required) "
URL of the FHIR endpoint used by standalone applications

hittps-lisecure served fire ly

Standalone Launch Credentials (required) ™

Auth Type [required) @ °

Scopes [required)
Cuauth 2.0 scopes needed to enabde all required functionality

launch/patent openid fhirlser offling_access
pabent’Medication read patient/Allergylniclerance read
pabent'CarePlan read pabent'CareToam read
patent/Condition read patientDevice read

patent' DiagnosbcReport read
patent/DocumentReference read patientEncounter read
pabient'Goal read patientimmunization. read
patient/Location read patient’MedicationRequest read
patient'Observation read patient/Organization read
patient’Patient read patent/Practitioner. read
pabent'Procedure read patisnt/Provenance read
patient/ PractitionerRole read

Client ID (required)

Clhient ID provided during registration of Inferma

Inferma

Client Secret (required) *

Chent seoret provided duning registration of Inferng
secret
Proof Key for Code Exchange (PKCE)

@® Enabled (O Disabled

PKCE Code Challenge Method
® 5256 (O Plain

Authorization Request Method B

3. Click SUBMIT
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4. A User Action Required dialog opens:

User Action Required

W flirect you ] itis
expected this will fail_ If the server does not ret i

« Perform Invalid Launch
« Altes mnch fai

5. Right click Perform Invalid Launch and select Open link in new tab
6. Alogin attempt to Firely Identity Server will open in a new tab, this should fail:

Oh no!

500 SERVER ERROR

It seems a server error occurred. Luckily your data
security is all good.

Back To Home

7. Return to the Inferno browser tab from step 4

8. Click Attest Launch Failed

9. A progress bar shows in the bottom right corner

10. When this progress bar finishes and closes, all tests should be green:

How To Test Firely Server on Inferno
Page 38 of 50

© Firely 2024. Do not copy, cite, or distribute without permission of the author.



ire Q

v Health"-.gov HHS mmummms:::.:: ::g

Inferno on HealthiT.gov Is not for use with sensitive data or Protected Health Information (PHI). Data periodically removed.

ONC Certification (g)(10) Standardized APl vxxx BT S

US Core 3,11/ USCDI v1, SMART App Launch 100, Buk Data 101

None -
@ 9.4 SMART App Launch Error: Invalid AUD Parameter

@ (g)10) Standardized API

© 1 Standalone Pasent App Background

@ 2 Limited Access App e ¢

The Invalid AUD Sequence verifies that a SMART Launch Sequence, specifically the

@ 3 EHR Practitioner App Standalone Launch Sequence, does not work in the case where the client sends an

© 4 Single Pasent API invalid FHIR server as the aud parameter during launch. This must fail to ensure that a
genuine bearer token is not leaked to a counterfit resource server,

@ 7 Multi-Patient API
This test is not included as part of a reqular SMART Launch Sequence because it requires

v 9 Addibanal Tests the browser of the user to be redirected to the authorization service, and there is no
expectation that the authorization service redirects the user back to Inferno with an

@ 9.1 SMART Pubhic Chent Launch
error message. The only requirement is that Inferno is not granted a code to exchange

@ 9.3 Token Revocation for a valid access token. Since this is a special case, it is tested independently in a
@ 9.4 SMART Invalid AUD Launch separate sequence.
) 9.5 SMART Invahd Token Request Note that this test will launch a new browser window. The user is required to ‘Attest’ in

the Inferno user interface after the launch does not succeed, if the server does not

9.8 EHR Launch with Patient
EHR Lav ol retum an error code.,

: Scopes
* Standalone Launch Sequence (STUT)
9.10 Visual Inspection . nch ( )
N Report :
& 9.4.01 OAuth server redirects client browser to app redirect URI e -
9.4.03 Infemo client app does not receive code parameter redirect UR| T
Tester attested that the authorzation service did not succeed due to invaid AUD Sy- v
parameters
A Conhguration Messages
BULT WITH
INFER @ V0438 API Report Issue  Open Source  Download

10.4 SMART App Launch Error: Invalid Access Token Request
1. Click 9.5 SMART Invalid Token Request on the testing menu on the left of the screen and
click RUN TESTS
2. Adialog opens with all relevant information prefilled:
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Register Inferno as a standalone application using the following information:

= Redirect URI
https://inferno. healthit. gov/suites//custom/smart/redirect

Standalone FHIR Endpaint (required)

URL of the FHIR endpoint used by standalone applcations

hitps /isecure. server fire Iy

Standalone Launch Credentlals (required)®

Auth Type (required) & *

Scopes (required)*

Gauth 2.0 scopes neaded 1o enable all required functiona Ly
launch/patient openid fhirUser ofline_access
patientMedication read patient/Allergyintolerance read
patientCarePlan.read patient/CareTeam read
patient/Condition read patient/Device read
patientDiagnosticReport read
patientDocumentReference.read patienVEncounter. read
patientiGoal read patient/immunization raad
patient/Location read patent/MedicationRequest read
patientObservation.read patient'Organization. read
patient/Patientread patientPraciitioner.read
patientProcedure read patentProvenance read
patientPractiionerRole read

Client ID [required) *

Clent 1D provided durning registration of Infenmno
Inferno

Client Secret (required) ®

Clent secret prowided during registration of Infemio

sencral

Proof Key for Code Exchange (PKCE)
(® Enabled (O Disabled

PKCE Code Challenge Method
@® 5256 O Plain

Authorization Request Method o

3. Click SUBMIT
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4. A User Action Required dialog opens

User Action Required

SMART App Launch Error: Invalid Access Token Request

Follow this link to authorize with the SMART server

Tests will resume once Inferno receives a request at
ttps://inferno.healthit.gov/suites/custom/smart/redirect with
a state of 626a45b8-bad1-4751-b5b4-2da325cf75ae

CANCEL

5. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely

Identity Server
6. A dialog Inferno is requesting your permission opens
7. Make sure all the boxes are checked:
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fire( =

Inferno is requesting your permissions

Uncheck the permission you do not want to grant

Perional infermation
¥ wser ldenill

Permilssion to retrieve Information about the current logged-in wier

Application Afcess 1o Grant All Permizzions

W

Offline Access
lainrsg o pratie ne (D)
patient/Allergyintolerand e read '\..
patientiCarePlan read o
patientiCare Team.read
patientiCondition. read 0
patientiDevice. resd
patient/DiagnosticRepart.read
patkentiDocumentBelerenc s read
patkenliEncounter, resd

patienuiGaal read
patientiimmunization. read
patientiLocation read
patient/Medication.read
patientibedicatonRequestread
patientiObiereation. read ()
patienuiOrganization.read Ll
patienriPatientread 0

patkentPractitioner read

I

patignt/PractitionerRole read (i)

=

patientiFrocedure. read )

SO

patient/Provenance.read i)

Remember my decislon
@ Remember this decision until | rewolke it

Promipt meé sgain next time

Decling Accept

8. Click Accept
9. When you return to Inferno, a progress bar shows in the bottom right corner
10. When this progress bar finishes and closes, all tests should be green:
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a HealthIT oV HHS Privacy Policy
'g HHS Vulnerability Disclosure Policy

Inferno on HealthIT.gov is not for use with sensitive data or Protected Health Information (PHI). Data periodically removed.

US Core 3.1.1 /USCDI v1, SMART App Launch 1.0.0, Bulk Data 1.0.1

Preset
None -

ONC Certification (g)(10) Standardized API vxxx

@ 9.5 SMART App Launch Error: Invalid Access Token Request » RUNTESTS

(g)(10) Standardized AFI

@ 1 Standalone Patient App BaCkg rou nd

@ 2 Limited Access App . .

e Invalid Access Token Request Sequence verifies that a aunch Sequence,
The Invalid Access Token Request Seq fies that a SMART Launch Seq

© 3 EHR Practitioner App specifically the Standalone Launch Sequence, does not work in the case where the client

@ 4 Single Patient API sends an invalid Authorization code or client ID during the code exchange step. This must
not result in a successful launch.

& 7 Multi-Patient API
This test is not included as part of a regular SMART Launch Sequence because some

v 9 Additional Tests servers may not accept an authorization code after it has been used unsuccessfully in this
& 9.1 SMART Public Client Launch manner.
& 9.3 Token Revocation
& 9.5.01 OAuth server redirects client browser to app redirect URI ‘D v
& 9.4 SMART Invalid AUD Launch
© 9.5 SMART Invalid Token Request & 9.5.02 OAuth server sends code parameter @ v
__ 9.8 EHR Launch with Patient
(@] Scopes Q 9.5.03 OAuth token exchange fails when supplied invalid code @ v
© 910 Visual Inspection @& 9.5.04 OAuth token exchange fails when supplied invalid client ID @ v
M Report

A Configuration Messages

BUILT WITH
INFER @ V0438 APl Report Issue Open Source Download

10.5 EHR Launch with Patient Scopes
1. Click 9.8 EHR Launch with Patient Scopes on the testing menu on the left of the screen and

click RUN TESTS
2. Besides prefilled values, fill in these values:

Field Value
EHR Launch Client ID Inferno
EHR Launch Client Secret secret
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Please fill out reguired fields in order to run the test group

EHR Launch FHIR Endpoint (required) *

URL of the FHIR endpaint used by EHR launched applications

hitps ifsecure server fire ly

EHR Launch with Patient Scopes Credentials (required) ®

Auth Type (required) g *

Scopes (required) & *

Olwth 2.0 scopes needed 10 enable all requined functionality

Client 1D {required) *

Client ID provided during registration of Inferno

Client Secret (required) *

Client secret provided during registration of Infemo
secrel

Proof Key for Code Exchange (PKCE)
(®) Enabled O Disabled

PKCE Code Challenge Method
® 5256 O Plain

Authorization Request Method B

3. Click SUBMIT
4. A User Action Required dialog opens
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User Action Required

Additional Tests

5. Now open Postman and open a new tab for making a request
6. Select the Authorization tab
7. Fillin/select the following values:

Field Value

HTTP verb POST

Request URL https://auth.fire.ly/connect/launchContext
Type Basic Auth

Username firely

Password YpoPou98123khcot04e

https://auth.fire.ly/connect/launchContext ‘
|
| Authorization ”

Auth Type

Basic ﬂ Username ’ firely I

Password

sbout Basic Auth aut

8. Select the Body tab
9. Select x-www-form-urlencoded
10. Fill in/select the following values:

KEY VALUE
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https://auth.fire.ly/connect/launchContext

patient test

https://auth.fire.ly/connect/launchContext

Headers (10) ]Body U

none form-data }"io x-www-form-urlencoded ] binary GraphQL
e—————————————

LG Value Description

== =1

11. Press Send
12. The response should be a 200 OK

Body kies Headers (6

{} JSON v

“launchContextIdentifier®

13. Open a new web browser tab and go to the following URL containing using the
launchContextldentifier value received (this value is refreshed with each new request):

https://inferno.healthit.gov/suites/custom/smart/launch?iss=https://secure.server.fire.ly&la
unch=3fc36f3a-aa4d-4cel-al6d-dd59dccaaeel

Another User Action Required dialog opens:

User Action Required

Additional Tests

Follow this link to authorize with the SMART server

14. Click on Follow this link to authorize with the SMART server. This will redirect you to Firely

Identity Server
15. A dialog Inferno is requesting your permission opens
16. Make sure all the boxes are checked:
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Inferno is requesting your permissions

Uncheck the permission you do nat want to grant

Personal infermation
Permission to retrieve information about the current logged-in user

Application Acceis Lo Grant All Permissions

Offline Access
launch

patsentrFatientread

Remamber my decilion
# REemember this decition until | revake it

Prompl me again next time

Dchine Acoept

17. Click Accept

18. When you return to Inferno, a progress bar shows in the bottom right corner
19. When this progress bar finishes and closes, all tests should be green:
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HHS Privacy Policy
w Healthl.[gev HHS Vulnerability Disclosure Policy

Inferno on HealthIT.gov is not for use with sensitive data or Protected Health Information (PHI). Data periodically removed.

ONC Certification (g)(10) Standardized API v.xxx

US Core 3.1.1 / USCDI v1, SMART App Launch 1.0.0, Bulk Data 1.0.1

Preset
None -
& 9.8 EHR Launch with Patient Scopes » RUNTESTS

(g)(10) Standardized API

@ 1 Standalone Patient App BaCkg rou I‘Id

@ 2 Limited Access App ) o . N .
Systems are required to support the permission-patient capability as part of the Clinician

© 3 EHR Practitioner App Access for EHR Launch Capability Set.
@ 4 Single Patient AP|

Additionally, if an application launched from an EHR requests and is granted a clinical scope
@ 7 Multi-Patient API restricted to a single patient, the EHR SHALL establish a patient in context.

¥ 8 Additicnal Tesls Register Inferno as an EHR-launched application using patient-level scopes and the

@ 9.1 SMART Public Client Launch following URIs:

@ 9.3 Token Revocation ¢ Launch URL: https://inferno.healthit.gov/suites/custom/smart/launch

s Redirect URL https://inferno.healthit.gov/suites/custom/smart/redirect
@ 9.4 SMART Invalid AUD Launch

@ 9.5 SMART Invalid Token Request Test M eth od ology

9.8 EHR Launch with Patient
Scopes Inferno will attempt an EHR Launch with a clinical scope restricted to a single patient and
O 9.40 Visual Inspection verify that a patient-level scope is granted and a patient id is received.

M Report For more information on the EHR Launch with Patient Scopes

* Apps that launch from the EHR

0 9.8.01 EHR server redirects client browser to Inferno app launch URI v
@& 9.8.02 EHR server sends launch parameter

& Configuration Messages Q 9.8.03 OAuth 2.0 authorize endpoint secured by transport layer security

Q 9.8.04 OAuth server redirects client browser to app redirect URI
@& 9.8.05 OAuth server sends code parameter

Q 9.8.06 OAuth 2.0 token endpoint secured by transport layer security

9.8.07 OAuth token exchange request succeeds when supplied correct
information

]

o 9.8.08 Token exchange response body contains required information
encoded in JSON

9.8.09 Response includes correct HTTP Cache-Control and Pragma
headers

]

o 9.8.10 OAuth token exchange response body contains patient context and
patient resource can be retrieved

222202229

@& 9.8.11 Patlent-level scopes were granted v

BUILT WITH
INFER @ V0438 APl Report Issue Open Source Download
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10.6 Visual Inspection and Attestation

This does not contain automated tests and a number of these tests are not applicable to Firely Server.
You can still ‘run’ these tests yourself based on the results you have so far.

11 Worapping things up

Congratulations, you ran all the tests! Thanks for taking the time to check that Firely Server is
compliant with ONC regulations relevant to FHIR servers. So, what’s next?

You could download a trial version of Firely Server and continue testing it with your own set of tools,
such as Postman. We have two blog posts to help you get started with that:
e Installing your first FHIR server with Firely Server

e Your first interactions with your FHIR server

Or maybe you’ve hit a blocker with your own FHIR server, and you’re wondering how we created the
infrastructure to pass all the Inferno tests? It took Firely Server, an authorization server, some extra
configuration, and a lot of hours to make it all work seamlessly together, and we’d love to share that
story with you. Let us know by sending an email to server@fire.ly.

12 About Firely

Firely provides all the software, training, and expertise needed to bring FHIR to life.

We're the authors of one of the two main open source FHIR libraries: Firely .NET SDK. Our software
powers FHIR APIs and systems around the world, and many governments, hospitals, payers, and
MedTech companies rely on our software for their FHIR capabilities.

Firely also provides FHIR training courses and workshops, and is the organizer of FHIR DevDays, the
world’s leading FHIR event. In 2019, we became a founding member of the FHIR Business Alliance.

You can find out more about Firely solutions, services, and education on our website (https://fire.ly).

13 Contact us

Your feedback is very welcome. Please send us your comments, compliments, and questions — and if
you're interested in the commercial side of things, we’d be more than happy to schedule a meeting.

Just send us an email at info@fire.ly and we’ll get back to you asap.

4

Made with TLC in Amsterdam
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Firely Amsterdam
Westerdok 442
1013 BH Amsterdam
The Netherlands
+31 20 2461 241
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